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Microsoft Security Essentials

Product Name: Microsoft Security Essentials (MSSE)

Product Version: 2

Product Cost: Free to everyone with a activated copy of Windows

Product Registration, Activation and License Requirements: Activated automatically since it’s free.

Operating System Compatibility: Windows XP SP3, Vista and 7

System software dependencies: Internet Explorer 6 or later, Mozilla Firefox 2.0 or later.

System Hardware dependencies for XP: 500MHz processor, 256MB of RAM, 200MB disk space,
800x600 VGA resolution or higher, Internet connection.

System Hardware dependencies for Vista and 7: 1GHz processor, 1GB of RAM, 200MB disk space,
800x600 VGA resolution or higher, Internet connection.

Vendor Web Site for support and product access:
http://www.microsoft.com/security essentials/support.aspx?mkt=en-us#fmainNav

Date Evaluated by PCS: 3/10/2011

Available from: http://www.microsoft.com/security essentials/

Test Install Performed on: 3/10/2011
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Installation, Setup and Configuration:

1) Uninstall any other antivirus that you are currently using.

2) Go to http://www.microsoft.com/security essentials/ and click the big, blue Download Now
button in the middle of the page.
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3) A window will pop up asking you which version to download. Pick the version for your Operating
System.

CLOSE [X]

Download Microsoft Security Essentials

Microsoft Security Essentials is available in many locales and languages. To
download Microsoft Security Essentials, choose your preferred locale or language
from the list below. Next, choose your operating system to begin the download
process. If you're unsure which operating system you have, please visit Microsoft

Support.
Locale or Language Operating System
English - * Windows XP 32-bit

* Windows Vista/Windows 7 32-bit
* Windows Vista/Windows 7 04-bit
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4) If you're using Internet Explorer, pick the option to save the download and remember where it
saves to. If you're using Mozilla Firefox, a window will pop up asking you if you want to save the
file, do so.

Cpening mseinstall.exe (S

You have chosen to open

[»" mseinstall.exe
which is a: Binary File
from: http://mse.dlservice.microsoft.com

Would you like to save this file?

Save File ] | Cancel

5) After the download finishes, go to the folder it saved to. Find the file called mseinstall.exe and
double-click it to run it. When this window comes up, click “Next”.

‘ Microsoft Security Essentials = é

Welcome to the Microsoft Security Essentials Installation
Wizard

Microsoft Security Essentials helps enhance the security and performance of your

. computer,
Security _ - _ _
. Security Essentials is continuously updated with new features and services that

E55e nt|a|5 may require sending additional information to Microsoft. To learn more, read
the Privacy Statement. The latest updates will download after the installation
completes.

Click Mext to continue.

| .\il Next > | | Cancel
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6) The next screen will ask you to accept the Software License Terms. Do so by clicking “I accept.”

‘ Microsoft Secunity Essentials E= et e

Microsoft Security Essentials Software License Terms

Please read the following Software License Terms carefully:

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SECURITY ESSENTIALS
These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Flease read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

By clicking I accept, you agree to the Software License Terms. [ Print
Privacy statement laccept l [ [ decline ]

7) On the next page, leave the option picked and select “Next.”

‘ Microsoft Security Essentials = ot e

Join the Customer Experience Improvement Program

Te help improve this product, you can join the Customer Experience Improvement Program to send
information to Microsoft about how you use Security Essentials.

Mone of the information that is collected is used to identify or contact you, and you may opt out of
the program at any time.

Learn more about the Customer Experience Improvement Program

(@ Join the Customer Experience Improvement Program

() I do not want to join the program at this time

< Back ] [ Mext = J [ Cancel
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8) After that, leave the option selected for turning on Windows Firewall and select “Next” again.

‘ Microsoft Security Essentials b= L]

Optimize security

In order to optimize your computer protection, you should use a firewall.

If you do not have a firewall turned on, Security Essentials can turn on Windows Firewall during
this installation,

|| [¥]If no firewall is turned on, turn on Windows Firewall (Recoemmended)

< Back ] [ Mext = ] [ Cancel

9) The next page warns you about not uninstalling other antivirus software that is installed on your
computer. If you have already removed them, then click “Install”. If you haven’t, then remove
the other programs before you proceed.

‘ Microsoft Security Essentials = &

Ready to install Microsoft Security Essentials

If you have other antivirus or antispyware programs installed on your computer, they may conflict with
Security Essentials and prevent it from working properly. Having multiple antivirus or antispyware programs
may alse cause severe performance issues on your computer.

We recommend that you remove other antivirus and antispyware programs before continuing with this wizard.

How do I uninstall other antivirus and antispyware?

[ Install = ] [ Cancel
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10) When the installation finishes, it will prompt you to restart your computer. Do so by clicking
“Restart Now”.

‘ Microsoft Security Essentials b= ot e

Completing the Microsoft Security Essentials Installation
Wizard

Microsoft Completing the Security Essentials Installation Wizard.

Security , _ , o
. To complete the installation and make sure that Security Essentials is helping to
Esse nt|a|5 protect your camputer, restart your computer,

To complete this wizard, click Restart now.

| i Restart now ] [ Close ]

11) The installation is now complete, and Microsoft Security Essentials is ready for use.
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Basic use of MSSE:

Microsoft Security Essentials automatically starts with Windows, which is indicative of the MSSE icon in
the task manager.

Home Tab

- Onthe home tab, you can easily tell whether your computer is protected or not by the green
check on the computer monitor on the top left. There are also options to pick a Quick, Full or
Custom scan at the click of a button. To start one of these scans, simply click “Scan now.”

Fsse

Computer status - Protected

Security Essentials is monitoring your computer and helping to protect Scan options:
it.

@ Quick
() Full
() Custom...

& Real-time protection: On

& Virus and spyware definitions:  Up to date

Scan details

Scheduled scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule
Last scan: Today at10:10 AM (Quick scan)

- Atthe bottom, there is a line of blue text that says Change my scan schedule. If you click this, it

will take you to the Settings Tab automatically to change the schedule (shown in more detail
later).
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Update Tab
- This tab simply contains the update information about MSSE. This program updates
automatically, but if you wish to check for newer updates before you run a scan on your
computer then click the “Update” button.

Computer status - Protected

Virus and spyware definitions status - Up to date

Security Essentials updates your virus and spyware definitions automatically to help protect your computer,

Definitions created on: 3/10/2011 at 5:14 AM
Definitions last checked: 3/10/2011 at 11:14 AM
Virus definition version: 1.99.989.0

Spyware definition version:  1,99.989.0

0 Did you know?
Virus and spyware definitions are files that Security Essentials uses to identify malicious or potentially unwanted software on
your computer.
These definitions are updated automatically. You can also click Update to update definitions on demand.

History Tab
- Inthe History Tab, you will find all of your detected, quarantined and allowed items listed.

View the following items that Security Essentials detected as potentially harmful:

@ All detected items -  View all the items that were detected on your computer
(0 Quarantined items only - These items that were disabled and prevented from running but not removed.

() Allowed items only - These are items that you allowed to run on your computer.

Detected item Alert level Date Action taken

°¢' Delete history
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- The first page of the Settings Tab is your Scheduled Scan. This lets you run any of the three scans
automatically when you want to.

Computer status - Protected

@4 Update

Scheduled scan

Default actions

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

Microsoft SpyMet

Run a scheduled scan on my computer (recommended)

Scan type: [Quick scan

‘When: [Sundﬂy

Around: 2:00 AM b

Check for the latest virus and spyware definitions before running a scheduled scan

Start the scheduled scan only when my computer is on but not in use

Lirit CPU usage during scan to:

¥/ Save changes | ’

- The next page is Default Actions. Here you can change MSSE’s actions when you have a Low,
Medium, High or Severe alert.

Computer status - Protected

@4 Update

Scheduled scan

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

Microsoft SpyMet

Choose the action to display or apply by default when Security Essentials detects potential
threats with the following alert levels.
What are actions and alert levels?

Severe alert level:

[ Recommended action

High alert level:

[ Recommended action

Medium alert level:

[ Recommended action

Low alert level:

[ Recommended action

Apply recormended actions: Help protect your computer by applying the actions
PRy PP y P ¥ applying
above after Security Essentials detects potential threats,

£¥' Save changes | ’ Cancel
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- Real-time Protection comes after Default Actions. The Real-time Protection page allows you to
control what MSSE looks at any time you’re using the computer.

Computer status - Protected

@4 Update

Scheduled scan
Default actions [¥] Turn on real-time protection (recommended)

" " Real-time protection alerts you when viruses, spyware, or other potentially unwanted
software attempts to install itself or run on your computer, Tell me more
Excluded files and locations
Excluded file types Select real-time protection options:
Excluded processes Scan all downloads
Advanced Scan files and attachments that you download from the Internet.

Microsoft SpyMet
Monitor file and program activity on your computer

[Monitor all files -

Enable behavior monitoring
Check for certain patterns of suspicious activity.

Enable Network Inspection System
Increase your protection against network-based exploits,

- Excluded Files and Locations are any files or folders that you do not wish MSSE to scan at any
time. To add a file or folder, you simply click Browse and go to the folder. When you get done,
click “Add” and it won’t be scanned. Always use caution when excluding items from a scan as
they can leave your PC more vulnerable.

Scheduled scan Excluding certain files and locations can help speed up a scan, but may leave your computer

Default actions less protected. To add multiple files or locations, use a semicolon to separate the entries in the
Real-time protection text box,

Excluded files and locations

Excluded file types

Excluded processes - Browse...

Advanced
Microsoft SpyMet

File locations:

- Add

Remove
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- Excluded File Types will have MSSE overlook any files of a particular type (for example, .txt or
.exe).

Computer status - Protected

@4 Update

Scheduled scan Excluding certain file types can help speed up a scan, but may leave your computer less

Default actions protected. To add multiple file extensions, use a semicolon to separate the entries in the text
Real-time protection box.

Excluded files and locations
Excluded file types
Excluded processes - | Add
Advanced b

Microsoft SpyMet

File extensions:

File type Extension

¥/ Save changes ’

- Excluded Processes will leave any specified programs out of a scan to help speed up scans.

Computer status - Protected

¥ Update

Scheduled ) ;
cheduled scan Excluding certain processes that run on your computer can help speed up a scan, but may leave

Default actions your computer less protected.To add multiple processes, use a semicolon to separate the
Real-time protection entries in the text box.

Excluded files and locations Add only files that have one of the following extensions: .exe, .com or .scr.
Excluded file types
Excluded processes

Advanced b Browse...

Microsoft SpyMet

Process names:

< | Add |

‘ Remove |

¥/ Save changes
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- The Advanced page will let you scan archives and removable drives for viruses, create system
restore points, let all users view the full history and remove quarantined files after a set period

of time.

Computer status - Protected

@4 Update

Scheduled scan

Default actions

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes

Microsoft SpyMet

Computer status - Protected

@4 Update

[¥] Scan archive files
Scan for malicious software and unwanted software in archive files such as zip or .cab files,

[] Scan removable drives
Scan for malicious software and unwanted software in the contents of removable drives
such as USB flash drives, when running a full scan.

Create a system restore point
5y P
Create a systemn restore point on your computer before applying actions to detected items.

[] Allow all users to view the full History results
Allow nonadministrators en this computer to view all the detected items in the History tab.
By default, some items are hidden to protect user privacy.

7] Remove quarantined files after: 1 month -

Quarantined files remain disabled until you allow them or remove them.

The last page, Microsoft SpyNet, lets you manage your SpyNet membership, as well as cut it off
if you wish to so that you won’t send any information back to Microsoft.

Scheduled scan

Default actions

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

Microsoft SpyMet

Microsoft SpyMNet is the online community that helps you choose how to respond to
potential threats. The community also helps stop the spread of new malicious software
infections.

You can choose to send basic or additional information about detected software.
Additional information helps Microsoft create new definitions and help it to protect your
computer. This information can include things like the location of detected items on your
computer if harmful software was removed. The information will be autornatically
collected and sent.

() I'do not want to join SpyNet

Ne information will be sent to Microsoft. You won't be alerted if unclassified software
is detected running on your computer,

(@ Basic membership

Send basic information to Microsoft about software that Security Essentials detects,
including where the software came from, the actions that you apply or that Security
Essentials applies automatically, and whether the actions were successful. In some
instances, personal information might unintentionally be sent to Microsoft. However,
Microsoft will net use this information to identify you or to contact you.

() Advanced membership
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If you are running a scan on your computer and it finds a virus or other threat, MSSE should
automatically take the recommended action toward the threat. This can be changed in Default Actions,
shown above.

If MSSE automatically detects a threat, it will look like this on the home screen.

Computer status - At risk

@4 Update

Security Essentials detected 1 potential threat on your computer. Scan options:
@ Quick

© Eull

() Custom...

@ Real-time protection: On
& Virus and spyware definitions:  Up to date

Show details

Scan details
Scheduled scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule
Last scan: Today at 11:14 AM (Quick scan)

To get rid of this, click Clean Computer. This will pop up a window showing all the threats and the
recommended action for each threat. Clicking apply Actions will take the Recommended Action on each
item listed.

Security Essentials detected 1 potential threat that might compromise your privacy or damage your computer.
Your access to these items may be suspended until you take an action.
Click Show details to learn more, What are alert levels?

Detected items Alert level Status Recommended action
£ Virus:DOS/EICAR_Test_File Severe Suspended Remove -

[ Apply actions J[ Close
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Sometimes when MSSE detects a threat, it will pop up a small window in the bottom right corner of your
screen. If it does, it will look like this. To fix the problem, simply click Clean Computer.

Micosot Securty Esenos S

Lo |

m Security Essentials detected 1 potential threat and
suspended it.
——

Click Clean computer to remove this threat.

Show details |[ Clean computer
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